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time to time to ensure that these re-
quirements are met. 

(3) Unauthorized requests. Criminal 
penalties may be imposed upon any 
person who knowingly and willfully re-
quests or obtains any record con-
cerning an individual from the ODNI 
under false pretenses. 

Subpart B—Exemption of Record 
Systems Under the Privacy Act 

§ 1701.20 Exemption policies. 
(a) General. The DNI has determined 

that invoking exemptions under the 
Privacy Act and continuing exemp-
tions previously asserted by agencies 
whose records ODNI receives is nec-
essary: to ensure against the release of 
classified information essential to the 
national defense or foreign relations; 
to protect intelligence sources and 
methods; and to maintain the integrity 
and effectiveness of intelligence, inves-
tigative and law enforcement proc-
esses. Accordingly, as authorized by 
the Privacy Act, 5 U.S.C. 552a, sub-
sections (j) and (k), and in accordance 
with the rulemaking procedures of the 
Administrative Procedures Act, 5 
U.S.C. 553, the ODNI shall: 

(1) Exercise its authority pursuant to 
subsections (j) and (k) of the Privacy 
Act to exempt certain ODNI systems of 
records or portions of systems of 
records from various provisions of the 
Privacy Act; and 

(2) Continue in effect and assert all 
exemptions claimed under Privacy Act 
subsections (j) and (k) by an origi-
nating agency from which the ODNI 
obtains records where the purposes un-
derlying the original exemption remain 
valid and necessary to protect the con-
tents of the record. 

(b) Related policies. (1) The exemp-
tions asserted apply to records only to 
the extent they meet the criteria of 
subsections (j) and (k) of the Privacy 
Act, whether claimed by the ODNI or 
the originator of the records. 

(2) Discretion to supersede exemp-
tion: Where complying with a request 
for access or amendment would not ap-
pear to interfere with or adversely af-
fect a counterterrorism or law enforce-
ment interest, and unless prohibited by 
law, the D/IMO may exercise his discre-
tion to waive the exemption. Discre-

tionary waiver of an exemption with 
respect to a record will not obligate 
the ODNI to waive the exemption with 
respect to any other record in an ex-
empted system of records. As a condi-
tion of such discretionary access, ODNI 
may impose any restrictions (e.g., con-
cerning the location of file reviews) 
deemed necessary or advisable to pro-
tect the security of agency operations, 
information, personnel, or facilities. 

(3) Records in ODNI systems also are 
subject to protection under 50 U.S.C. 
403–1(i), the provision of the National 
Security Act of 1947 which requires the 
DNI to protect intelligence sources and 
methods from unauthorized disclosure. 

§ 1701.21 Exemption of National 
Counterterrorism Center (NCTC) 
systems of records. 

(a) The ODNI exempts the following 
systems of records from the require-
ments of subsections (c)(3); (d)(1), (2), 
(3) and (4); (e)(1); (e)(4)(G), (H), (I); and 
(f) of the Privacy Act to the extent 
that information in the system is sub-
ject to exemption pursuant subsections 
(k)(1) and (k)(5) of the Act: 

(1) NCTC Human Resources Manage-
ment System (ODNI/NCTC–001). 

(2) [Reserved] 
(b) Exemptions from the particular 

subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) (account-
ing of disclosures) because an account-
ing of disclosures from records con-
cerning the record subject would spe-
cifically reveal an investigative inter-
est on the part of the ODNI or recipient 
agency and could result in release of 
properly classified national security or 
foreign policy information. 

(2) From subsections (d)(1), (2), (3) 
and (4) (record subject’s right to access 
and amend records) because affording 
access and amendment rights could 
alert the record subject to the inves-
tigative interest of intelligence or law 
enforcement agencies or compromise 
sensitive information classified in the 
interest of national security. In the ab-
sence of a national security basis for 
exemption, records in this system may 
be exempted from access and amend-
ment to the extent necessary to honor 
promises of confidentiality to persons 
providing information concerning a 
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candidate for position. Inability to 
maintain such confidentiality would 
restrict the free flow of information 
vital to a determination of a can-
didate’s qualifications and suitability. 

(3) From subsection (e)(1) (maintain 
only relevant and necessary records) 
because it is not always possible to es-
tablish relevance and necessity before 
all information is considered and eval-
uated in relation to an intelligence 
concern. In the absence of a national 
security basis for exemption under sub-
section (k)(1), records in this system 
may be exempted from the relevance 
requirement pursuant to subsection 
(k)(5) because it is not possible to de-
termine in advance what exact infor-
mation may assist in determining the 
qualifications and suitability of a can-
didate for position. Seemingly irrele-
vant details, when combined with other 
data, can provide a useful composite 
for determining whether a candidate 
should be appointed. 

(4) From subsections (e)(4)(G) and (H) 
(publication of procedures for notifying 
subjects of the existence of records 
about them and how they may access 
records and contest contents) because 
the system is exempted from sub-
section (d) provisions regarding access 
and amendment, and from the sub-
section (f) requirement to promulgate 
agency rules. Nevertheless, the ODNI 
has published notice concerning notifi-
cation, access, and contest procedures 
because it may in certain cir-
cumstances determine it appropriate to 
provide subjects access to all or a por-
tion of the records about them in a sys-
tem of records. 

(5) From subsection (e)(4)(I) (identi-
fying sources of records in the system 
of records) because identifying sources 
could result in disclosure of properly 
classified national defense or foreign 
policy information, intelligence 
sources and methods, and investigatory 
techniques and procedures. Notwith-
standing its proposed exemption from 
this requirement, ODNI identifies 
record sources in broad categories suf-
ficient to provide general notice of the 
origins of the information it maintains 
in its systems of records. 

(6) From subsection (f) (agency rules 
for notifying subjects to the existence 
of records about them, for accessing 

and amending records, and for assess-
ing fees) because the system is exempt 
from subsection (d) provisions regard-
ing access and amendment of records 
by record subjects. Nevertheless, the 
ODNI has published agency rules con-
cerning notification of a subject in re-
sponse to his request if any system of 
records named by the subject contains 
a record pertaining to him and proce-
dures by which the subject may access 
or amend the records. Notwithstanding 
exemption, the ODNI may determine it 
appropriate to satisfy a record sub-
ject’s access request. 

(c) The ODNI exempts the following 
systems of records from the require-
ments of subsections (c)(3); (d)(1), (2), 
(3) and (4); (e)(1); (e)(4)(G), (H), (I); and 
(f) of the Privacy Act to the extent 
that information in the system is sub-
ject to exemption pursuant to sub-
section (k)(1) of the Act: 

(1) NCTC Access Authorization 
Records (ODNI/NCTC–002). 

(2) NCTC Telephone Directory (ODNI/ 
NCTC–003). 

(3) NCTC Partnership Management 
Records (ODNI/NCTC–006). 

(4) NCTC Tacit Knowledge Manage-
ment Records (ODNI/NCTC–007). 

(d) Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) (account-
ing of disclosures) because an account-
ing of disclosures from records con-
cerning the record subject would spe-
cifically reveal an investigative inter-
est on the part of the ODNI or recipient 
agency and could result in release of 
properly classified national security or 
foreign policy information. 

(2) From subsections (d)(1), (2), (3) 
and (4) (record subject’s right to access 
and amend records) because affording 
access and amendment rights could 
alert the record subject to the inves-
tigative interest of intelligence or law 
enforcement agencies or compromise 
sensitive information classified in the 
interest of national security. 

(3) From subsection (e)(1) (maintain 
only relevant and necessary records) 
because it is not always possible to es-
tablish relevance and necessity before 
all information is considered and eval-
uated in relation to an intelligence 
concern. 
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(4) From subsections (e)(4)(G) and (H) 
(publication of procedures for notifying 
subjects of the existence of records 
about them and how they may access 
records and contest contents) because 
the system is exempted from sub-
section (d) provisions regarding access 
and amendment and from the sub-
section (f) requirement to promulgate 
agency rules. Nevertheless, the ODNI 
has published notice concerning notifi-
cation, access, and contest procedures 
because it may in certain cir-
cumstances determine it appropriate to 
provide subjects access to all or a por-
tion of the records about them in a sys-
tem of records. 

(5) From subsection (e)(4)(I) (identi-
fying sources of records in the system 
of records) because identifying sources 
could result in disclosure of properly 
classified national defense or foreign 
policy information, intelligence 
sources and methods, and investigatory 
techniques and procedures. Notwith-
standing its proposed exemption from 
this requirement, ODNI identifies 
record sources in broad categories suf-
ficient to provide general notice of the 
origins of the information it maintains 
in its systems of records. 

(6) From subsection (f) (agency rules 
for notifying subjects to the existence 
of records about them, for accessing 
and amending records, and for assess-
ing fees) because the system is exempt 
from subsection (d) provisions regard-
ing access and amendment of records 
by record subjects. Nevertheless, the 
ODNI has published agency rules con-
cerning notification of a subject in re-
sponse to his request if any system of 
records named by the subject contains 
a record pertaining to him and proce-
dures by which the subject may access 
or amend the records. Notwithstanding 
exemption, the ODNI may determine it 
appropriate to satisfy a record sub-
ject’s access request. 

(e) The ODNI exempts the following 
systems of records from the require-
ments of subsections (c)(3); (d)(1), (2), 
(3), (4); (e)(1); (e)(4)(G), (H), (I); and (f) 
of the Privacy Act, to the extent that 
information in the system is subject to 
exemption pursuant to subsections 
(k)(1) and (k)(2) of the Act: 

(1) NCTC Knowledge Repository 
(SANCTUM) (ODNI/NCTC–004). 

(2) NCTC Online (ODNI/NCTC–005). 
(3) NCTC Terrorism Analysis Records 

(ODNI/NCTC–008). 
(4) NCTC Terrorist Identities Records 

(ODNI/NCTC–009). 
(f) Exemptions from the particular 

subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) (account-
ing of disclosures) because an account-
ing of disclosures from records con-
cerning the record subject would spe-
cifically reveal an investigative inter-
est on the part of the ODNI as well as 
the recipient agency and could: Result 
in release of properly classified na-
tional security or foreign policy infor-
mation; compromise ongoing efforts to 
investigate a known or suspected ter-
rorist; reveal sensitive investigative or 
surveillance techniques; or identify a 
confidential source. With this informa-
tion, the record subject could frustrate 
counterintelligence measures; impede 
an investigation by destroying evi-
dence or intimidating potential wit-
nesses; endanger the physical safety of 
sources, witnesses, and law enforce-
ment and intelligence personnel and 
their families; or evade apprehension 
or prosecution by law enforcement per-
sonnel. 

(2) From subsections (d)(1), (2), (3) 
and (4) (record subject’s right to access 
and amend records) because these pro-
visions concern individual access to 
and amendment of counterterrorism, 
investigatory and intelligence records. 
Affording access and amendment rights 
could alert the record subject to the 
fact and nature of an investigation or 
the investigative interest of intel-
ligence or law enforcement agencies; 
permit the subject to frustrate such in-
vestigation, surveillance or potential 
prosecution; compromise sensitive in-
formation classified in the interest of 
national security; identify a confiden-
tial source or disclose information 
which would reveal a sensitive inves-
tigative or intelligence technique; and 
endanger the health or safety of law 
enforcement personnel, confidential in-
formants, and witnesses. In addition, 
affording subjects access and amend-
ment rights would impose an impos-
sible administrative burden to continu-
ously reexamine investigations, anal-
yses, and reports. 
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(3) From subsection (e)(1) (maintain 
only relevant and necessary records) 
because it is not always possible for in-
telligence or law enforcement agencies 
to know in advance what information 
about an encounter with a known or 
suspected terrorist will be relevant for 
the purpose of conducting an oper-
ational response. Relevance and neces-
sity are questions of judgment and tim-
ing, and only after information is eval-
uated can relevance and necessity be 
established. In addition, information in 
the system of records may relate to 
matters under the investigative juris-
diction of another agency, and may not 
readily be segregated. Furthermore, in-
formation in these systems of records, 
over time, aid in establishing patterns 
of criminal activity that can provide 
leads for other law enforcement agen-
cies. 

(4) From subsections (e)(4)(G) and (H) 
(publication of procedures for notifying 
subjects of the existence of records 
about them and how they may access 
records and contest contents) because 
the system is exempted from sub-
section (d) provisions regarding access 
and amendment and from the sub-
section (f) requirement to promulgate 
agency rules. Nevertheless, the ODNI 
has published notice concerning notifi-
cation, access, and contest procedures 
because it may in certain cir-
cumstances determine it appropriate to 
provide subjects access to all or a por-
tion of the records about them in a sys-
tem of records. 

(5) From subsection (e)(4)(I) (identi-
fying sources of records in the system 
of records) because identifying sources 
could result in disclosure of properly 
classified national defense or foreign 
policy information. Additionally, ex-
emption from this provision is nec-
essary to protect the privacy and safe-
ty of witnesses and sources of informa-
tion, including intelligence sources and 
methods and investigatory techniques 
and procedures. Notwithstanding its 
proposed exemption from this require-
ment, ODNI identifies record sources in 
broad categories sufficient to provide 
general notice of the origins of the in-
formation it maintains in its systems 
of records. 

(6) From subsection (f) (agency rules 
for notifying subjects to the existence 

of records about them, for accessing 
and amending records and for assessing 
fees) because the system is exempt 
from subsection (d) provisions regard-
ing access and amendment of records 
by record subjects. Nevertheless, the 
ODNI has published agency rules con-
cerning notification of a subject in re-
sponse to his request if any system of 
records named by the subject contains 
a record pertaining to him and proce-
dures by which the subject may access 
or amend the records. Notwithstanding 
exemption, the ODNI may determine it 
appropriate to satisfy a record sub-
ject’s access request. 

§ 1701.22 Exemption of Office of the 
National Counterintelligence Exec-
utive (ONCIX) system of records. 

(a) The ODNI exempts the following 
system of records from the require-
ments of subsections (c)(3); (d)(1), (2), 
(3), (4); (e)(1); (e)(4)(G), (H), (I); and (f) 
of the Privacy Act, to the extent that 
information in the system is subject to 
exemption pursuant to subsections 
(k)(1) and (k)(2) of the Act: 

(1) ONCIX Counterintelligence Dam-
age Assessment Records (ODNI/ONCIX– 
001). 

(2) [Reserved] 
(b) Exemptions from the particular 

subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) (account-
ing of disclosures) because an account-
ing of disclosures from records con-
cerning the record subject would spe-
cifically reveal an investigative inter-
est on the part of the ODNI as well as 
the recipient agency and could: result 
in release of properly classified na-
tional security or foreign policy infor-
mation; compromise ongoing efforts to 
investigate a known or suspected ter-
rorist; reveal sensitive investigative or 
surveillance techniques; or identify a 
confidential source. With this informa-
tion, the record subject could frustrate 
counterintelligence measures; impede 
an investigation by destroying evi-
dence or intimidating potential wit-
nesses; endanger the physical safety of 
sources, witnesses, and law enforce-
ment and intelligence personnel and 
their families; or evade apprehension 
or prosecution by law enforcement per-
sonnel. 
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